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The REAL Framework
Your Critical Thinking Toolkit for the Digital Age • Ages 10 to 16

Student Name: ________________________________ Date: ______________

Class / Group: ________________________________ Teacher: ______________

Why Critical Thinking Matters More Than Ever

We live in the age of information overload. Every day, the internet produces approximately 2.5
quintillion bytes of data, including news articles, social media posts, videos, images, and
AI-generated content. Much of it is accurate and useful, but a significant amount is misleading,
biased, or completely false.

Key facts about misinformation:

• A 2018 MIT study found that false news stories spread 6x faster on Twitter than true ones, reaching
1,500 people in a third of the time

• 86% of internet users have been fooled by fake news at least once (Ipsos survey)

• AI can now generate fake photos, videos (deepfakes), and text that are nearly impossible to
distinguish from real content

• During the COVID-19 pandemic, the WHO declared an “infodemic”, a flood of misinformation that
endangered public health

The REAL Framework gives you a simple, powerful, 4-step method to evaluate any piece of
information you encounter online. Think of it as your personal truth-detection toolkit.
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Ask for
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R
Read Carefully

The first step is the most important, and the one most people skip. In the age of endless scrolling, most
people read only headlines before sharing. A 2016 Columbia University study found that 59% of links
shared on social media were never actually clicked. People shared them based on the headline alone.

What to do:
Stop. Slow down. Read the entire piece of content, not just the headline, not just the first paragraph, not just
the bits that confirm what you already believe. Pay attention to details.

Your R Checklist:
■ Did I read the whole article, not just the title?

Headlines are written to grab attention, not to accurately summarise content. “Clickbait” headlines deliberately
exaggerate or mislead to get clicks. The actual article may say something very different from what the headline
implies.

■ Does the headline match what the content actually says?
Sometimes a headline says “Study PROVES chocolate cures cancer” but the article describes a tiny study on mice
that showed a slight correlation. The mismatch between headline and content is a major red flag.

■ Are there spelling errors, grammar mistakes, or odd formatting?
Professional news organisations have editors and fact-checkers. Multiple errors suggest the content wasn’t
professionally produced. However, be aware that AI-generated fake content is often grammatically perfect, so this
check alone is not enough.

■ Does the content seem designed to make me feel strong emotions?
Misinformation often deliberately triggers anger, fear, outrage, or disgust because emotional content is shared
more widely. If something makes you feel intensely emotional, that’s exactly when you should slow down and think
critically before sharing.

■ Does it use extreme language like ALWAYS, NEVER, EVERYONE, or NO ONE?
Reality is usually nuanced. Absolute statements (“Every doctor agrees...”, “This will ALWAYS happen...”) are almost
always oversimplifications or outright false.

■ Does it pressure me to share immediately?
Phrases like “Share before this gets deleted!”, “The government doesn’t want you to know this!”, or “This will blow
your mind!” are manipulation tactics. Legitimate information doesn’t need urgency to spread.

Pro Tip: The “5-Second Rule”: when you see something surprising or shocking online, count to 5
before reacting. This brief pause activates your rational thinking brain instead of your emotional
reaction.
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E
Evaluate the Source

Not all sources are created equal. A peer-reviewed scientific journal is more reliable than a random blog. A
news report from the BBC or Reuters is more trustworthy than an anonymous social media post.
Understanding who created content and why is crucial to evaluating it.

Source Reliability Spectrum:

Most Reliable Generally Reliable Use With Caution Least Reliable

Peer-reviewed journals
Official government data
Primary research
Expert textbooks

Major news orgs (BBC,
Reuters, AP)
Encyclopedias (Britannica)
University websites
Known experts in their field

Wikipedia (good start, verify
claims)
Blogs by known experts
News with clear editorial
bias
Corporate press releases

Anonymous social media
posts
Viral forwards/chain
messages
Sites with no author/date
“Satire” sites (The Onion)

Your E Checklist:
■ Who created or shared this? Can I find their real name?

Anonymous content should be treated with much more scepticism. Check the “About” page of websites. Look for real
author names, credentials, and contact information. Be wary of accounts with no profile photo, very new accounts, or
accounts that only post about one topic.

■ Is this from a known, established, reliable source?
Established organisations have reputations to protect. They employ fact-checkers, editors, and can be held
accountable for errors. Check if the domain name is legitimate (bbc.co.uk vs bbc-news-24.com; the second is fake).
Some fake sites use domains very similar to real ones.

■ Does the website look professional and well-maintained?
While not a guarantee (some well-designed sites spread misinformation), a professional appearance with clear
navigation, contact details, privacy policy, and editorial standards suggests legitimacy. Be suspicious of sites with
excessive ads, pop-ups, or low-quality design.

■ What is the author’s expertise? Are they qualified to write about this topic?
A medical article should be written or reviewed by medical professionals. A climate science article should cite climate
scientists. Be wary of “experts” commenting far outside their field of expertise (a dentist giving advice about vaccines,
for example).

■ Can I find other articles or content from this source?
Reliable sources have a body of work. If a website has only one article, or if an author has no other published work,
that’s a warning sign. Check if the source has been cited by other reliable outlets.

Pro Tip: Use fact-checking websites! Snopes.com, FullFact.org (UK), FactCheck.org, and
PolitiFact.com are independent organisations that investigate viral claims. Google also has a “Fact
Check Explorer” tool at factchecktools.google.com.
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A
Ask for Evidence

Evidence is what separates facts from opinions, and truth from fiction. Real, trustworthy information
can be verified. It points you to its sources so you can check for yourself. Misinformation often relies on
vague claims, unnamed experts, and emotional appeals instead of concrete evidence.

Types of Evidence (from strongest to weakest):

Strength Type of Evidence Example Why It Matters

***** Systematic reviews /
Meta-analyses

A Cochrane Review combining 50
studies on a treatment

Combines multiple studies to find overall
patterns; gold standard of evidence

**** Peer-reviewed
research

A study published in Nature or The
Lancet

Experts reviewed and verified the
methods before publication

*** Official statistics /
Government data

ONS population data, NHS health
statistics

Collected systematically with
transparent methods

** Expert opinion A climate scientist discussing global
warming

Informed but still one person’s view; can
be biased

* Personal anecdote “My friend tried this and it worked!” Individual experience; may not be
representative of reality

Your A Checklist:
■ Are there links to original sources, data, or research?

Trustworthy content shows its working. It links to the studies, data, or reports it references so you can verify the
claims yourself. If an article says “a new study found...” but doesn’t name the study or link to it, be sceptical.

■ Can I find this same information reported by other trusted sources?
This is called triangulation, which means checking multiple independent sources. If only one website in the entire
world is reporting a “major” story, it’s almost certainly not true. Real news is reported by multiple outlets.

■ Are specific experts, studies, or data mentioned by name?
Vague claims like “scientists say” or “studies show” are red flags. Which scientists? Which studies? Published where?
Reliable content names its sources specifically so you can verify them.

■ Is there a clear date? Is the information current?
Old information presented as new is a common form of misinformation. A real event from 5 years ago can be
reshared as if it’s happening now. Always check dates. Also, some topics (science, technology) change rapidly. A
2019 article about AI may be significantly outdated.

■ Does the evidence actually support the conclusion being drawn?
Sometimes real evidence is used to support a false conclusion. A study might find that “people who eat chocolate
tend to be thinner”, but that doesn’t mean chocolate causes weight loss. Correlation does not equal causation.
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Pro Tip: Reverse image search is one of the most powerful tools against fake news. Right-click any
image and select “Search image with Google” (or use TinEye.com). This reveals if an image has
been used before in a different context, a common trick in misinformation.
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L
Look at the Big Picture

Every piece of content was created for a reason. Understanding the purpose behind information helps
you judge its reliability. Content can be created to inform, educate, entertain, persuade, sell, or deliberately
deceive. Knowing which one helps you evaluate it properly.

Common Purposes Behind Content:

Purpose Goal Examples Watch For

To Inform Share accurate
facts

News reports, encyclopedias,
textbooks

Even informative content can have bias
in what it includes/excludes

To Persuade Change your
opinion

Opinion columns, political speeches,
campaigns

May cherry-pick facts that support one
side; uses emotional language

To Sell Get your money Ads, sponsored content, influencer
posts

May disguise ads as news; influencers
may not disclose payments

To Entertain Make you
laugh/engaged

Satire, memes, parody accounts Can be mistaken for real news; not
always labelled as satire

To Deceive Deliberately
mislead

Propaganda, scams, disinformation Designed to look legitimate; exploits
emotions and trust

Your L Checklist:
■ Why was this content created? To inform, persuade, sell, or trick?

Ask yourself: what does the creator gain from me believing this? A company gains sales, a politician gains votes, a
scammer gains money or personal data. Understanding motivation reveals bias.

■ Is someone trying to sell me something (a product, an idea, a political view)?
Sponsored content and native advertising are designed to look like regular articles or social media posts but are
actually paid promotions. In the UK, influencers must use #ad, but many don’t. In 2022, the ASA investigated
hundreds of influencers for hidden advertising.

■ Does this only show one side of the story?
Complex issues have multiple perspectives. If content presents only one viewpoint without acknowledging others, it’s
likely biased. Look for phrases like “however”, “on the other hand”, or “critics argue”. These suggest balanced
reporting.

■ Could this be satire, parody, or taken out of context?
Satire sites like The Onion, The Daily Mash, and NewsThump create fictional stories for humour. These are
sometimes shared as if they’re real news. Video clips and quotes can be taken out of context to change their meaning
entirely.

■ Does this match what I already know from other trusted sources?
If a claim contradicts the established scientific consensus, the evidence from major news organisations, or your own
verified knowledge, that doesn’t mean it’s automatically wrong, but it does mean you should investigate much more
thoroughly before accepting it.
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Pro Tip: Beware of Confirmation Bias. This is our natural tendency to believe information that
confirms what we already think, and dismiss information that challenges our beliefs. The most
powerful form of critical thinking is being willing to question your own assumptions.
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Using REAL with AI-Generated Content
AI has made misinformation harder to detect than ever. Here’s how the REAL Framework applies specifically
to AI-generated content:

AI Content Type What It Is How to Detect It REAL Check

AI-Generated
Text

ChatGPT, Gemini, etc. can
write articles, essays, social
media posts that look
human-written

May be overly polished; can contain
“hallucinations” (confident false
claims); generic tone; check with AI
detectors (GPTZero, Originality.ai)

A: Ask for evidence. AI text
often cites fake studies or
non-existent sources

Deepfake
Videos

AI-generated videos showing
real people saying/doing
things they never did

Look for: unnatural blinking, weird
shadows, mismatched audio-lip
sync, blurry edges around face,
strange background distortions

E: Evaluate the source. Can
you find the original video on
the person’s official
channels?

AI-Generated
Images

DALL-E, Midjourney, Stable
Diffusion can create
photorealistic fake images

Check for: wrong number of
fingers/teeth, inconsistent text,
impossible reflections, AI artefacts in
background details, reverse image
search

R: Read carefully. Zoom in
on details such as hands,
text, and background objects

AI Voice
Cloning

AI can clone anyone’s voice
from just 3 seconds of audio

Call the person directly to verify; be
suspicious of urgent calls from
“family” asking for money; establish
a family code word

L: Look at purpose. Why
would this person be
calling/messaging you
urgently?
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Practice Using REAL
Apply the REAL Framework to these scenarios. For each one, work through all four steps and decide
whether the content is likely trustworthy or not.

Practice 1: The Viral Celebrity Claim

You see a social media post claiming a famous celebrity has died. The post has no source link,
contains several typos, uses a blurry photo, and says “Share before it gets deleted! The media is
covering this up!” The post has 50,000 shares.

R: What do you notice when reading carefully?

E: What can you evaluate about the source?

A: What evidence is (or isn’t) provided?

L: What’s the overall purpose?

REAL
Likely trustworthy

FAKE
Don’t trust or share

Circle your verdict above. Why?

Practice 2: The Credible News Report
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A news article from the BBC reports on new research about the effects of screen time on teenagers.
It includes direct quotes from the lead researcher at Oxford University, links to the published study in
The Lancet, notes the study’s limitations, provides a publication date of last week, and includes a
counterpoint from another expert who disagrees with some conclusions.

R: What do you notice when reading carefully?

E: What can you evaluate about the source?

A: What evidence is (or isn’t) provided?

L: What’s the overall purpose?

REAL
Likely trustworthy

FAKE
Don’t trust or share

Circle your verdict above. Why?

Practice 3: The Health Miracle

A website called “NaturalHealthTruths.com” claims that a common household spice “cures cancer in
3 days.” The article is written by someone called “Dr. Wellness” (no last name), includes before/after
photos, and features testimonials from “satisfied customers.” It also has a “Buy Now” button for a
$49.99 supplement at the bottom.

R: What do you notice when reading carefully?

E: What can you evaluate about the source?
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A: What evidence is (or isn’t) provided?

L: What’s the overall purpose?

REAL
Likely trustworthy

FAKE
Don’t trust or share

Circle your verdict above. Why?

Practice 4: The AI-Generated Image

A friend sends you a photo that appears to show your city’s mayor shaking hands with a controversial
world leader. The image looks photorealistic and is spreading rapidly on WhatsApp with the caption
“Look what they don’t want us to see!” You notice the mayor’s hand has 6 fingers in the photo.

R: What do you notice when reading carefully?

E: What can you evaluate about the source?

A: What evidence is (or isn’t) provided?

L: What’s the overall purpose?
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REAL
Likely trustworthy

FAKE
Don’t trust or share

Circle your verdict above. Why?

Practice 5: Your Own Example

Find a real piece of content online (an article, social media post, or video) and analyse it using the full
REAL Framework below.

R: What do you notice when reading carefully?

E: What can you evaluate about the source?

A: What evidence is (or isn’t) provided?

L: What’s the overall purpose?

REAL
Likely trustworthy

FAKE
Don’t trust or share

Circle your verdict above. Why?
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Common Misinformation Tactics to Watch For

Emotional Manipulation
Using shocking images, outrage-inducing headlines, or fear-mongering to bypass your rational thinking. “You
won’t BELIEVE what happened next!” This is designed to get clicks, not inform you.

Cherry-Picking Data
Selecting only the data points that support a conclusion while ignoring contradicting evidence. For example,
showing one cold day to “prove” climate change isn’t real, while ignoring decades of temperature records.

False Equivalence
Presenting two sides as equally valid when they’re not. If 97% of scientists agree on something and 3%
disagree, giving them equal airtime creates a false impression of doubt.

Appeal to Authority (Misused)
Using a famous person’s endorsement to make a claim seem credible. A famous actor endorsing a health
product doesn’t make it medically valid.

Gish Gallop
Overwhelming you with so many claims at once that you can’t possibly fact-check them all. Common in
conspiracy theories that list dozens of “questions” without answering any.

Out-of-Context Media
Using real photos or videos from a different time, place, or situation to support a false narrative. A photo from
a 2018 protest might be shared as if it’s happening today.

Impersonation
Fake accounts pretending to be official organisations, celebrities, or experts. Check for verified badges, but
know that even these can be faked or bought.

You Now Have the REAL Framework!

Remember: being wrong isn’t the problem; spreading misinformation is. It’s okay to be fooled;
everyone is sometimes. What matters is that you check before you share. The REAL Framework
takes just a few minutes but can prevent the spread of harmful false information.

The golden rule: If you’re not sure it’s true, don’t share it. The few minutes you spend checking
could prevent real harm.
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“The amount of energy needed to refute misinformation is an order of magnitude bigger than that
needed to produce it.” ~ Brandolini’s Law


